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ASP.NET Core

- |ldentity cookies
Assumed

Knowledge OpenlID Connect

- Authorization Code Flow
- |dentityServer optional



Single Page
Applications
(SPAs)

A front-end application that runs
in the browser

As opposed to a Razor Pages or MVC
application

Blazor Wasm, React, Angular, Vanilla
Initial request downloads application

Uses back-end for non-Ul related tasks



SPAs: Front- and Back-End
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SPAs: Front- and Back-End: Don't do This

ASP.NET Core Web API

Server

Password

@ Blazor WebAssembly

Browser

e & & & & 0 0




The browser can't keep secrets

The browser can't keep secrets
Problems Encryption doesn't work

Access limited on the Ul side only

The APl doesn't know who the user is



Why Standard Authorization Code Flow
OpenlID Connect - No back channel

Auth Doesn’t Implicit Flow
Work - Deprecated, too insecure



Single Page Applications
need a server application
that can keep the secrets
for them




BFF:
Back-End for Front-End



I Identity Cookie Only Approach



Cookie Authentication

Static assets
Login endpoint
Data endpoints

Static assets




Cookie Authentication
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Cookie Authentication

Static assets
Login endpoint
Data endpoints




Cookie Authentication
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But how can the front-end
know the identity of
the user?

It can’t read the cookie, that’s why I'm asking.



Cookie Authentication

Static assets

Login endpoint
Data endpoints

/account/user




Protect against Cross Site Request Forgery
(CSRF)

A cookie will only be sent to
where it came from +

o It can only be sent by the origin that
Same Site received it

Cookies Two modes: lax and strict

In strict mode the cookie will be unusable by
other origins

Server application and browser application
must run on same origin



Same Site Cookies
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Hosting Blazor Wasm in a server
application

BFF authentication basics




I Adding OpenID Connect to the Mix



OpeniD Connect tokens
should also be handled by
the server application

The browser shouldn’t see any tokens



Openld Connect with BFF
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Openld Connect with BFF
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A look at the added code for this

Introducing Duende BFF




Authorization Code

Response type: code
Scope: openid

Browser



| But How to Call an External API?



What About External APIls?

Identity Provider

Blazor application



Accessing external APls




Thanks!
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