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Rest in Peace, Cross-Site Scripting!

Cross-Site Scripting DEVELOPER
s

(Usually) injecting script code into an HTTP response

Code is run in the security context of the page (thank you
very much, Same-Origin Policy)

Dangers: Cookie theft, redirection/phishing, DOM
manipulation, and much more
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Same-Origin Policy (SOP)
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Countermeasures
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Escape output:

ASP.NET Core: @, HttpUtility.HtmIEncode()
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Angular vs. XSS

Angular trust no-one.
Except for templates.
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HTML encoding: <p>{{property}}</p>
No encoding: <p [innerHTML]="property"></p>

DomSanitizer.sanitize()

Special case URLs
<a [href]="url"></a>
<iframe [src]="url"></iframe>
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https://www.cvedetails.com/vulnerabilities-by-types.php

React vs. XSS
G

Automated escaping in JSX
HTML encoding: <p>{value}</p>
Insufficient in some cases (e.g. URLs)!

No encoding: <p dangerouslySetinnerHTML={{__html: value}}></p>

DomPurify.sanitize()
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Content Security Policy (CSP) @zvng;:g

Version 1: Once a W3C Candidate Recommendation (2012), but
nowadays ,just” a Working Note (Feb 19, 2012):

Version 2: W3C Recommendation (Dec 15, 2016):

Version 3: W3C Working Draft (Sep 20, 2023)/Editor's Draft (Sep 20,
2023): /
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Directives: Loading Resources @:vng;:"isi

default-src img-src
child-src media-src
connect-src object-src
font-src script-src
style-src
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Browser Protection Gtvnorz"ﬁ'
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XSS filter in IE8+

Prevented many attack (but not all)
Could only be deactivated with the X-XSS-Protection: 0 HTTP header
Feature has been removed

‘ Internet Explorer has modified this page to help prevent cross-site scripting.
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CSP Structure sznope"iz'
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Content-Security-Policy:
default-src 'self';

img-src 'self' https://static.example.com;
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sznore';
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Origin

URI

'self'

'none’
'unsafe-inline'
'unsafe-eval'
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https://www.w3.org/TR/CSP1/
http://www.w3.org/TR/CSP2/
https://www.w3.org/TR/CSP3/
https://w3c.github.io/webappsec-csp/

Enable Inline Code (:svnop:"itv
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Via token
script-src 'nonce-abc123def’
<script nonce="abc123def"> /* code */ </script>

Via hash
script-src 'sha256-KF/49rpKwd...'
<script> /* code */ </script>
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HTML Sanitizer API @zvnopﬁ‘i
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Cleans HTML (certain tags, most attributes)
Highly configurable

Parts of the APl are implemented in Chrome, Edge, and in Firefox (feature flag,
different API)

Eventually a replacement for DOMPurify (
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Thank You! szng;\i:i
* Questions?

*info@christianwenz.de

* [@chwenz
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Reporting ( Shs
report-uri directive

Provides a URL the browser sends policy violation
information to (JSON format)

Report only, do not enforce policy: Content-Security-
Policy-Report-Only header

Commercial reporting service:
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Trusted Types Gsvnopz"iz'
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Do not assign strings to innerHTML (and other attack vectors)

Content-Security-Policy: require-trusted-types-for 'script'

trustedTypes.createPolicy(
"default",

createHTML: s => DomPurify.sanitize(
s, { RETURN_TRUSTED_TYPE: true })
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https://report-uri.io/
https://wicg.github.io/sanitizer-api/
https://cure53.de/purify
https://is.gd/MIhxaZ
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